Archer GRC Tool- Complete the Assessment
When a new risk assessment is activated in Archer, a user who performs the role of Assessment Submitter will get notified via email that a new assessment is available.

To start the risk assessment, Assessment Submitter can either click the link in the email to be taken directly to the assessment within Archer tool or can login to Archer tool itself and see outstanding assessments on the main tab- Compliance To Do List.

The outstanding assessment list can look similar to the screenshot below. To start the assessment, click on the Assessment Link hyperlink.
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Following the link in email or clicking the hyperlink on the Compliance To Do List tab will take you inside the Risk Assessment. From there you can follow the instructions which are embedded in the risk assessment itself. 





To start the Risk Assessment- Click on the EDIT button, this will put the record in Edit mode and will allow you to answer the questions.
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[bookmark: _GoBack]Answer all the questions:
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Once all the questions are answered, click SAVE button, then Submit For Review button.[image: ]

Once the assessment is submitted, you will no longer see this assessment listed in the Outstanding Assessment dashboard on the Compliance To Do List tab, but you will still see it in the All Available Assessment dashboard on the Compliance Overview tab in the Submitted status.
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Submission instructions for the Assessment Owner / Submitter:

1. If you're not yet in Edit mode, click the # €' button.

2. Please review the Assessment Scope and if the assessment was reviewed and rejected please review the Reason(s) for Rejected Review content below.
3. Then answer each question, or make any necessary updates.

4. Once you have completed the assessment click the B e button,

5. Review all your answers and if you are satisfied with the assessment click the L= ™"} b tton_Upon Submitting, the record will be routed to your HIPAA Working Group Member for review.

Review instructions for the Assessment Reviewer / HIPAA Working Group Member:

1. 1f you're not yet in Edit mode, click the # €' below.

2. Please review the Assessment Scope and the answers provided below.
3. Approving this Assessment means that you agree with the answers provided, and you certify that is the current compliance state for the scope of this Assessment.

4.1Fyou agree with the information provided, then click the (= m@%] button, Upon Approving, the assessment status will be closed, and Findings will be generated depending on the answers.
5. 1f you disagree with some answers, then provide the reasan for rejection in the Reason(s) for Rejected Review field, and click the Reject button. The Assessment will be routed back to the Assessment Owner / Submitter for corrections,

v SCOPE OF ASSESSMENT
The following Division, Business Unit, and/or Product & Service is considered the scope of this assessment. All questions should be answered in the context applied to this scope.
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As the Business Unit Owner, you are responsible for ensuring that an inventory of all systems that create, maintain, store, and/or transr Oves Ono
and/or IHI- Identifiable Health Information has been documented by the HIPAA Working Group Member within your organization. Has this been O a
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“systems" include Applications, Workstations, Servers, Network Devices, and Mobile Devices.

Are changes to Emory’s HIPAA Security policies and procedures communicated to your workforce?

Have all vendors with access to Emory's systems hosting ePHI and/or IHI- Identifiable Health Information been instructed that they must notify
Emory of any changes to:

* the list of users who should have remote access to Emory IT resources
* user access levels

the system or their access levels

* methods of remote access utilized by the vendor

Have all vendors with access to Emory's systems hosting ePHI and/or IHI- Identifiable Health Information required to use Emory’s Enterprise VPN
Solution for remote access?

Note: The questions are highlighted in red text. You must answer each question Yes, No or N/A. Once you have
answered every question click on the Save button to complete the assessment and to activate the Submit For Review
button.
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