Decision Tree | Flowchart for Research Studies at Emory University:
"Does my research study need an OIT Security Review?"

Prepared by:

Information Security Architecture Team

OIT Enterprise Security
August 16, 2024

Security Review

Do | Need a Security Review?

l

Is this software/application or device on the list of pre-approved devices for Yes
research? >
https://it.emory.edu/security/protecting-data/software_for_research.htmi J

No Security Review
Needed

A

Needed

No
Y
_ ] Yes
Is this study federally funded? J >
No
Y
Yes [
[ Will this solution collect, store, and/or transmit IHI or ePHI?
A
No
Y
Yes
< Will this solution store and/or transmit Social Security Numbers?
 § N
o]
\
Vi Does the use of this software/application/device include any of
- es these data types: driver's license number, credit/debit card
N numbers, student records, or other combinations of personally
identifiable information?
A -
No
v Y
es
B [ Is this solution open-source software, or was it developed
- [ in-house at Emory?
No
\
A
Is this a Multisite study?
Yes
Yes . L No
< < [ Is Emory acting as the data coordinating center? }
A No
Yes [
<t [ Will any of the collected data be going overseas?
A NG
Y
Does the system contain data that would be considered
B Yes Internal Data that if compromised it could be impacting to
h Emory (Financial Data, Operational Data, De-identified
SENSITIVE Emory Data, etc)?
A
No
\
Yes Is solution/project hosted on Emory network(s) e.g. Emory's No

\

\

[ AWS environment, Emory's Azure environment, Emory ]
{ University or Emory Healthcare network? J

Unsure

If you're unsure whether a review is needed, please go
ahead and submit one.

https://it.emory.edu/security/services/reviews.html
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